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MANAGING USER SECURITY

Organization Administration

The Organization Administrator is the designated pemsih the primary responsibility and authority to establish
accounts and passwords for access to provider specific secure information in ND Health Enterprise MMIS.

This instruction shows how an Organization Administrator works with security accoumtseferwithin their
organization. User has the ability to add, edit, reset passwords and delete user accounts.

Important: The Organization Administrator should set their profile to inclBdeviderOrganization Administrator
andProviderPrimary Account blder.

Add a user

Search for a user

wSasSid I dzAaSNRa LI aas2NR
Deactivate a user

ok wnN e

Unlock a user account
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1. Add a user

\.!; j North Dakota MMIS Web Portal
Home | Member» | provider »| claims » | €01 +| Authorizations | my account » | res |

Manage Users

* Required Field £ Has not logged in for 30 days /3 Has not logged in for 60 days &b Has not logged in for 90 days

A —
ML

Name

*Last Name First Name

Email

I~ Designated as a Supervisor
Uszer Status.

I Active

I~ Inactive

[ Locked

= & vas not legged in for 30 days
™ @ Has not logged in for 60 days
™ & Has not logged in for 90 days

May 14, 2014

Skip Navigation | Contact Us | Help | Search | Logout

Print | Welp

Add Nea*ur
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North Dakota Dept. of Human Service...
Maintaining Organizational Security

Introduction

00:11
Prerequisites 00:13
Learning Objectiv... 00:21
CBT Navigation 00:48
Finding and Editin...  02:18
Resetting Passw... 00:53
Deactivating Acco..  00:38
Unlocking Accounts  00:46
Adding New User...  01:25
Summary 00:12
Review 00:15
Thank You 00:03

©, Find |[06:25 / 08:08 Minutes |[5'Clear|]

Manage Users
* Required Field

Add User
Please enter the following information about the user you would like to add.

Organization:

Prefo *Last Name *First Name Jall
> LASTNAME FIRST3 B

*Phone / Ext Email

“Fagsword *Confirm Password

7) “What roles will this user have in the organization?
Available Selected

Provider-Authonzations Staff
Provider-BillingStaff
Provider-EligibhtyStaft

[ Provider-Encollment Stafl
ProvderFES

Provider-FinancialStaff
Provider-OrganizationAdministrator
Provider-PrimaryAccountHolder =

Cancel|Reset|Add

Suffc

North Dakota Dept. of Human Service...

Maintaining Organizational Security
lnoductlon
Prerequisites 00:13

Téa;n;ng Objectiv... - &)2T —
CBT N;v\ﬁahon 00:48
Finding and Editin..  02:18
Resetting Passw... 00:53
Deactivating Acco... 00:38

Unlocking Accounts 0048

Adding NewUser...  01:25
Summary 00:12
Review 00:15
Thank You 00:03
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or other counl
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*Any field with an asterisk requires data
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Provider Accounts Security Role Options

Provider Staff Role Functionality

ProviderOrganization Administrator| Ability to create and configure other Provider organizational use
and define their role(s) (Security only)

ProviderPrimary Accountholder Hasfull access (view/add/update) to all provider functions and
privileges (including Security)

ProviderAuthorizations Staff Ability to request/edit/view service authorization requests

ProviderBilling Staff Ability to submit claims via the web portal; check claims status

ProviderEligibility Staff Ability to verify member/patient Medicaid eligibility information

ProviderEnrollment Staff Ability to view/add/update provider enrollment data

ProviderFinancial Staff Ability to view Remittance Advice and other provider accounting
information

ProviderFES Ability to view/add/update the Submit Payment Alert/Hospice
Election Form (Functional Eligibility System)

ProviderTrading Partner Enrollment Ability to view/add/update Trading Partner details

Important: The Organization Administrator should set their profile to inclBdeviderOrganization Administrator
and ProviderPrimary Account Holder

Special Considerations

Complex FunctionaDrganizations For organizations where Medicaid processing is assigned to several individuals or
departments we recommend the Organization Administrator create at least one Backup Organization Administrator.
In addition, create additional accounts fodimiduals in the functional areas noted above (Provider Roles) and also
create backups for each role in the event of staff absences, job change, or turn over.

Moderate Functional Organizations For organizations where individuals perform two or motesibess functions
we recommend the Organization Administrator create a Backup Organization Administrator and create additional
accounts assigning functional areas, as appropriate for work organization and processes.

Simple (single person) For organizabns where one person performs all business and security functions, the single
provider Organization Administrator account also has the Primary Accountholder role assigned and can perform all
functions.
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North Dakota Dept. of Human Service...

* Required Field Cancel|Reset|Add
Add User Maintaining Organizational Security
Please enter the following information about the user you would like to add.
Organzation: sttt
*User 10 Introduction
EOFFEE‘ e

L Prerequisites 00:13
Profix Last Name *First Name Syffix i 3

Learning Objectiv... 00:21

| 'I ILA'S'TNAME FIRST3 'I i
=phone / Ext CBT Navigation 00:48

%
User ID must be Finding and Editin.. ~ 02:18

Moz . Lhide Resefting Passw..  00:53
6 - 20 characters in length
Combination of the user's name Deactivating Acco... 00:38
7) "What roles will this user have in the organization? Unlocking Accounts  00:46
Available Selected Select/Create User 10 Adding New User ... 01:25
NOTE:This User 1D is invalid. Which do you want to do? s S
ummal 00:12
Provider-Authonzations Staff € select from suggestion © Re-enter a User 1D, i i 4
. *User ID Review 00:15
Provider-EnrolimentStaf - € FBLASTNANE 5
Provider FES . Thank You 00:03
Provider-FinancialStaff
Provider-OrganizationAdmanistrator
Provider-PrimaryAccountHolder =]

2017 Conduent, Inc. All rights rezerved. Conduent snd Conduent Agile Star are trademarks of Conduent, Inc. and/or its subsidiaries im the United States.
andr
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(5 Find |[05:55 05:08 Minutes || Clear

If the wser ID is invalid or already used by another provider, the system will suggest alternate user ID's:

Manage Users Print| Help = O

North Dakota Dept. of Human Service...

* Required Field Cancel|Reset|Add
Add User

Please enter the following information about the user you would like to add.

Maintaining Organizational Security

!
The submitted User tO is invalid. Please enter another User 1D, or select one of the following suggestions: FELASTNAME

Organization: - Introduction 00:11

*user 1D

== — © Prerequisites 0013
Prefix *Last Name *First Name M Suffix Learning Objectiv... 00:21
= LASTHAME FRETS i = CBT Navigation 00:48
*Phone / Ext Email

| GEETIET] F—3 Finding and Editin.. ~ 02:18
*password *Confirm Password Resetting Passw... 0053

Deactivating Acco... 00:38

Select/Create User 1D Unlocking Accounts 00:46
NOTE:This User ID is invalid. Which do you want to do? Adding New User...  01:25
€ select from suggestion © Re-enter a User 1D.
- Summary 00:12
user ID
C FBLASTNAME ° Review 00:15
Thank You 00:03

?) *What roles will this user have in the

Available Selected ‘ dd User contains the same fields as Edit User ‘
ND-PharmacyProvderUser =]

Provider-AuthorizationsStaff
Pronder-BillingStaff

‘ Proder-EligibilityStaff
I r-Eligibil
=

Provider-EnrolimentStaft
Provider-FES
Prowder-FinancialStaff

©, Find |{07:25 / 08:08 Minutes |{</Clear

Select Add to save to the database.
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2. Search for a user

May 13, 2014
Siip Navigation | Contact Us | Help | Search | Log out

North Dakota Dept. of Human Service...
Maintaining Organizational Security

My Account Main Page

1 1 s e
Reset AVR PIN Introduction

My Account

Prerequisites

* Change Password
* Manage Users
* Reset PIN

Leaming Objectiv...
cBT

©2017 Conduent, Inc. All ights reserved/Conduent and Conduent Agile Star are trademarks of Conduent, Inc. and/or its subsidiaries in the United States Finding and Editin._..

for untries.
ficy | Site Map | Terms of Use | Browser Requirements | Accessibility Compliance

Resetting Passw...
Deactivating Acco...
Unlocking Accounts ~ 00:46

Adding New User...  01:25

Summary 00:12
Review 00:15
Thank You 00:03

4 Find [|02:15 / 08:08 Minutes ||'Clear|

Select My Account
s, May 14, 2014
" "’/ Norty Dakota MIES Wels Fortal Skip Navigation | Contact Us | Help | Search | Log out [EESTRRTIETGIEY RS ERERTAEN
Home | Member »|| provider »| ctaims »|| €01 »] Authorizations »] #y Account »] res 1] Maintaining Organizational Security

Manage Users Print | Help = O

* Roquired Field dh waz not logged in for 30 dayz ) Haz not logged in for 60 days 4B Maz not logged in for 50 days Add New User Introduction

Nome | ) Prerequisites 00:13
i Learning Objectiv..  00:21
*Last Name First Name ald
CBT Navigation 00:48
Emsil

Finding and Editin..  02:18
Resetting Passw... 0053
Deactivating Acco..  00:38

[~ Designated as a Supervisor

rerfir Unlocking Accounts  00:46
= tnactive Adding New User...  01:25
Eriaed Summary 00:12
™ & Has not logged in for 30 days ‘Review 0015

™ £ Has not logged in for 60 days

Thank You
™ & Has not logged in for 90 days

£2017 Corduentinc, All rights reserved, Conduent ard Conduent Agile Star are trademarks of Conduent, Inc. and/cr itz subsidiaries i the United States.
and/ee other countriez.
Privacy Policy | Site Map | Terms of Use | Browser Requirements | Accessibility Compliance.

2 Find }|02:37 / 08:08 Minutes ||S/Clear|

Search for the user by enteriffigst name, last name or by User ID
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e May 14, 2014

’-/ North Dakota MMIS Web Portal Skip Navigation | Contact Us | Help | Search | Log out

North Dakota Dept. of Human Service...
Maintaining Organizational Security

Home | Hember ] provider »| claims »] €01 5] Authorizations »] Hy Account ] Fes >

Introduction

* Required Field g)  Has not logped in for 30 days L3 Has not logged in for 60 days &b Has not logged in for 90 days Add New User
Name o ’ User ID ¥ Last Name & First Name & M S Status ¢ . bl
wlast Nome Pk piae Mt FSLASTNAME LASTNAME FIRSTNAME s Active Leamlqg Objedtv e
[Ceswame ][ — e proeey = Active, Locked ) CBT Navigation 00:48
Email L1:2002 Finding and Editin..  02:18
 —

Resetting Passw... 00:53
Deactivating Acco... 00:38
User Status Unlocking Accounts ~ 00:46

F Acive

Adding New User..  01:25

Summary 00:12

I~ @ waz not logged in for 30 days Review 00:15
O nas ged in for 60 days ™ .

goad i faonio € Thank You 00:03

@ nas

g9ed in for 90 days

IR

€2017 Conduent, Inc. All rights reserved, Conduent ard Conduent Agile Star are trademarks of Conduent, Inc, and/or its subsidianes in the United States

7 riez.
Privacy Policy | Site Map | Terms of Use | Browser Requirements | Accessibility Compliance

||02:57 / 08:08 Minutes [{C

Results wilpresent in highlighted box

3. wSasSid I dzAaSNRa LI adas2NR
a. Use step 2 above to search for a user

i A

b. c2ff2¢ adsSLia o0Sft2¢ G2 NBaSsS dza SNR& LJ aag2NR

[etN

" North Dakota MMIS Web Portal Skip Navigation | Contact Us | Help | Search | Log out [EETRYIIN) PIRUER ) SU A T LTI T

Member »|| Provider »| claims »| £p

Authorizations » | My Account b [‘{Es"f; Maintaining Organizational Security

Home

Manage Print| Help = —
* Reauired Ficld Introduction 00:11
View / Edit User Prerequisites 00:13
Plesse enter the fallowing information about the user you would like to edt. = —
i Leaming Objectiv..  00:21
User Status:  Active \ CBT Navigation 00:48
Organization:
Last Login: Finding and Editin.. 0218
Raasod Biry; Resetting Passw... 00:53
prefix “Lost flame M Suffix = =
- A AME [ E > Deactivating Acco... 00:38
=Phone:/ Bt L — Unlocking Accounts  00:46
5551111111 FSLASTNAME@MANCL g
Adding New User...  01:25
?) *What roles will this user have in the organization?
= - Summary 00:12
Available Selected
[NDPharmacyProvderUser [Provider OrganizationAdminstrator Review 00:15
Provid
ProviderBillngStafl . | ThankYou 00:03
Provider-EligibiityStaff B
Provider-EnrollmentStaff
Provider FES
Provider-FinancialStaf
Provider-TradingPartnerEnroliment i

| “. Find ||03:59 / 08:08 Minutes ||<'Clear|

The provider has the option to reset tipassword; this password fer a one time use only
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May 1S, 2014

_ North Dakota MMIS Web Portal Skip Navigation | ContactUs | Help | Search | Log out

Home HMember » | Provider » | Claims » | £DI » | Authorizations vJ My Account »l

tl Help - O

Manage Users

* Required fiekd Savel Reset| Cancel Introduction

North Dakota DepL of Human Service...
Maintaining Organizational Security

=Now Password e’— =Confirm New Pagsword 6/— Thank You 00:03
7) “What is the reason for this action?

| i<

©2017 Conduent, tnc. All rights rezerved, Conduent and Conduent Agile Star are trademarks of Conduent, Inc, and/cr itz subsidiaries i the United States

Reset Password Prerequisites
User Status:  Active Learning Objectiv... 00:21
Last Nome: LASTNAUE o e ;” CBT Navigation 00:48
Email: FSLASTNAME@MAINCUINIC.COM Phone /B 55- Finding and Editin_. 0218
Roles: User 10: ¢ g
FUASTIAME 7Rasoﬁng Passw... 00:53
Deadtivating Acco... 00:38
E Pasoword must be dierent from :o’:v. L‘fi?;:&&"&:‘."”’" S shacion: Unlocking Accounts  00:46
| Fassuord camat use any 4 characters that match your usend.
. cannot conatin user's first name or last name. Addir -
» Password mmmmain atleast 3 of the 4 following types: ng New User ... 01:25
1
o Lonarcase letecs Summary 00:12
© Numbers
© Non-Alphanumeric (%, $, #, & or %) Review 00:15

and/ee other countriez.
Privacy Policy | Site Map | Terms of Use | Browser Requirements | Accessibility Complance

omoo =

4. Deactivate a user

ST May 14, 2014
."- North Dakota MMIS Web Portal Skip Navigation | Contact Us | Help | Search | Log out [EEETRTSTIR) S R P B ATITTRPR RN e

Home Member | provider || claims »|[ €01+ | Authorizations »| My Account »|[ Fes » Mainfasning Organizational Security

Manage U de u
* Required Field k Introduction 00:11
View / Edit User

Please enter the following information about the user you would like to edit.
User 10: FSLASTNAME

Print | Help

Prerequisites 00:13

Learning Objectiv... 00:21

User Status: Active CBT Navigation 00:48
Organization:

Last Login: Finding and Editin.. 02118
Eemardl el Resetting Passw... 0053
Prefix *Last Name *First Nome ML Suffix.

~ ASTNAME S v| Deactivating Acco... 00:38
=Phone / Ext Email Unlocking Accounts  00:46

556-111-1111 | FSLASTNAME@MAINCL — R A A S s Rl L e—

Adding New User ... 01:25

TNAM

?J *Wwhat roles will this user have in the organization?

Available Selected
[ [ProviderOrganizationAdminstrator Review 00:15
L 2 Thank You 00:03

Summary 00:12

[ND-PharmacyProviderUser
Provid

Provider-SilingStaff
Provider-EligiblityStaff
Provider-EnrolimentStaff
Provider-FES
Provider-FinancialStafl

Provider-TradingPartnerEnrollment —
Rosot]| | Deactivate” | - Roset Password | Sevo

., Find ||04:52 / 08:08 Minutes || Clear

CTTTI n

Revision DateDecembel05, 2017
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Selectthe deactivateoption

A May 15, 2014
i
;‘:_’.:/. North Dakota MMIS Web Portal Skip Navigation | Contact Us | Help | Search | Log out [ETTSS RN T R0 A L LR

Maintaining Organizational Security

| Member » | Provider »|| Claims » || €01 > | Authorizations » | My Account

Home

* Required Field | ivate{ResciCancel
Deactivate User Prerequisites 00:13
User Status :  Active Learing Objectiv..  00:21
Last Name:  LASTNAME Potieme: M
FIRSTNAME  § CBT Navigation 00:48
Emai: FSLASTNAME@MAINCLINIC. COM Phone / Ext :  §55-
1111111 Finding and Editin.. 02118
Roles: Provide Provid User 10 :
odfltizicok sk FSLASTNAME Resefting Passw.. 0053
Deactivating Acco...  00:38
7) *What is the reason for this action? Unlocking Accounts  00:46
4
Adding New User..  01:25
- 3
00:12
£2017 Corduent, Inc. All ights reserved, Conduent and Conduerk Agile Star are trademarks of Conduent, Inc, and/cr its subsidiaries in the United States. Review 00:15
and/er other countries. P
Privacy Policy | Site Map | Terms of Use | Browser Requirements | Accessibility Compliance Thank You 00:03

L Find || 05:03 / 08:08 Minutes ||<'Clear,

Enter the deactivation reason in the box asking *What is the reason for this action?

5. Unlock a user account

*Follow Step 2 above by searching for the user by entering first name, last name or by User ID

Select user fronuser list
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